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ABSTRACT

The burgeoning development of generative Artificial Intelligence
(Al) has profoundly transformed global educational systems
while simultaneously creating complex ethical and pedagogical
challenges. This study aims to systematically examine Al literacy
in education by focusing on the ethical challenges and
pedagogical readiness of teachers in responding to Al integration
within learning environments. The study employed a Systematic
Literature Review (SLR) approach guided by the PRISMA
protocol to ensure transparency, rigor, and replicability in the
literature selection process. The findings reveal that the most
dominant ethical concerns involve academic integrity,
algorithmic bias, and data privacy, whereas teachers’ pedagogical
readiness remains largely concentrated on technical Al utilization
rather than transformative Al-based pedagogy. The literature
synthesis further indicates a substantial competency gap between
technological proficiency and teachers’ reflective-ethical capacity
to critically and responsibly employ Al in educational practices.
This study underscores that Al literacy should not be narrowly
conceptualized as a technical skill; rather, it must be understood
as an integrative competence encompassing digital capability,
ethical awareness, and adaptive pedagogical readiness. The
implications of this study highlight the urgency of developing
teacher education curricula grounded in Human-Al
Collaboration to foster adaptive, humanistic, and sustainable
education in the era of digital transformation.
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INTRODUCTION

Artificial Intelligence (Al), particularly the rapid evolution of generative
Al, has emerged as one of the most transformative forces reshaping
contemporary education. Beyond functioning as a technological aid for
information retrieval or administrative efficiency, Al is increasingly embedded
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in teaching, learning, and assessment practices, enabling adaptive feedback,
personalized learning experiences, and data-informed instructional decision-
making (Strielkowski et al., 2025). This transformation has gradually shifted
educational paradigms from technology-assisted instruction toward more
collaborative human—AlI learning environments, where intelligent systems are
expected to complement rather than replace human expertise (Jarvela et al.,
2023). As educational institutions across different contexts continue to integrate
Al into curriculum design, classroom practice, and academic support services,
the central challenge is no longer whether Al should be adopted, but how it can
be integrated in ways that enhance educational quality while preserving the
pedagogical and ethical foundations of learning (Adel et al., 2024).

Artificial Intelligence Literacy (Al Literacy) has consequently evolved into
a fundamental competency for educators navigating Al-enhanced learning
environments. Rather than referring solely to the technical ability to operate Al-
powered applications, Al Literacy encompasses a broader constellation of
knowledge, critical judgment, ethical awareness, and pedagogical decision-
making required to engage with intelligent technologies responsibly (Biagini,
2025). This conceptual shift reflects the growing recognition that educators must
not only understand how Al systems function but also critically evaluate their
outputs, identify algorithmic limitations, and determine when human expertise
should prevail over automated recommendations (Omodan, 2025). Accordingly,
Al Literacy is increasingly recognised as a multidimensional construct that
integrates technological competence with pedagogical reasoning and ethical
responsibility, enabling teachers to leverage Al as an educational partner while
maintaining meaningful human agency throughout the teaching and learning
process (Mouta et al., 2025).

Despite its transformative potential, the widespread adoption of Al in
education has generated a range of ethical concerns that extend well beyond
technical implementation. The increasing reliance on generative Al for
completing academic tasks, producing instructional materials, and supporting
assessment practices has intensified debates surrounding academic integrity,
authenticity of student work, and the erosion of critical thinking when Al-
generated outputs are accepted without sufficient scrutiny (Adamakis &
Rachiotis, 2025). At the same time, Al systems remain susceptible to algorithmic
bias, opaque decision-making processes, and inaccuracies commonly referred to
as Al hallucinations, raising important questions about the reliability and
trustworthiness of Al-assisted educational practices (Zhai et al., 2024). These
concerns are further compounded by issues of data privacy, informed consent,
and the responsible use of learners' personal information, particularly as Al-
driven educational platforms increasingly rely on large-scale data collection and
predictive analytics (Ungerer & Slade, 2022). Consequently, the educational
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challenge is no longer confined to ensuring access to Al technologies but
increasingly revolves around cultivating educators who possess the ethical
judgment necessary to critically evaluate, regulate, and responsibly integrate Al
within pedagogical contexts.

Beyond ethical considerations, the educational value of Al ultimately
depends on teachers' pedagogical readiness to integrate intelligent technologies
into meaningful learning experiences. The rapid proliferation of Al-powered
educational tools has expanded teachers' responsibilities from selecting digital
resources to orchestrating complex interactions among learners, instructional
content, and Al systems in ways that promote critical inquiry, creativity, and
reflective learning (Lameras & Arnab, 2022). This evolving role requires
educators to exercise informed pedagogical judgment in determining when Al
can effectively support learning and when direct human intervention remains
indispensable for fostering higher-order thinking, socio-emotional development,
and authentic classroom engagement (Shahzad et al., 2025). Consequently,
pedagogical readiness extends beyond digital proficiency to encompass
instructional design, assessment literacy, classroom facilitation, and the capacity
to critically mediate Al-generated content within diverse educational contexts.
Such a perspective reinforces the view that successful Al integration is
fundamentally a pedagogical endeavour, where technological innovation derives
its educational value only when guided by sound instructional principles and
human-centred teaching practices (Huang et al., 2024).

Although the body of literature on Al in education has expanded
considerably over the past few years, existing scholarship remains fragmented in
both its conceptual orientation and analytical focus. Current studies have
predominantly examined Al from discrete perspectives, including technology
acceptance, instructional effectiveness, digital competence, or ethical
governance, with relatively limited attention given to how these dimensions
collectively shape teachers' Al Literacy (Kundu et al., 2025). Reviews addressing
ethical implications frequently concentrate on concerns such as academic
integrity, algorithmic bias, and data privacy, whereas investigations into
teachers' readiness tend to emphasise technological adoption, self-efficacy, or
professional development without explicitly incorporating ethical reasoning into
pedagogical decision-making (Shardey et al., 2025). As a result, Al Literacy is
often treated as an operational or technical competency rather than as an
integrative educational construct that simultaneously requires technological
understanding, pedagogical expertise, and ethical discernment (Chiu et al., 2024).
This conceptual fragmentation has constrained the development of a
comprehensive framework capable of explaining how educators can
meaningfully collaborate with Al while preserving human agency, professional
judgment, and the broader educational purposes of teaching and learning.
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Although previous studies have generated valuable insights into Al
adoption, ethical governance, and teachers' professional competencies, a
coherent conceptual framework that integrates these interrelated dimensions
remains underdeveloped. Existing systematic reviews have largely synthesised
evidence by categorising technological opportunities and implementation
challenges, yet relatively few have sought to reconceptualise Al Literacy as a
holistic educational competency that simultaneously embraces technological
capability, pedagogical judgment, and ethical responsibility. This conceptual
limitation leaves an important gap in understanding how educators can develop
the professional capacity required not merely to use Al effectively, but to
collaborate with intelligent systems in ways that preserve human agency,
educational values, and sound pedagogical decision-making. Addressing this
gap, the present study advances the concept of Human-Centered Al Literacy,
positioning Al Literacy as a multidimensional educational construct that extends
beyond digital competence to encompass ethical discernment, reflective
pedagogical practice, and purposeful human-AlI collaboration. Rather than
viewing Al as an autonomous instructional solution, this perspective emphasises
that its educational value ultimately depends on educators' capacity to critically
mediate, contextualise, and govern Al-supported learning within human-centred
pedagogical environments.

Building upon these considerations, this study conducts a Systematic
Literature Review (SLR) to critically synthesise current scholarship on Al
Literacy in education, with particular attention to the intersection of ethical
challenges and teachers' pedagogical readiness. Rather than merely
consolidating existing evidence, the review seeks to advance a more
comprehensive understanding of Al Literacy by articulating a Human-Centered
Al Literacy perspective that integrates technological competence, ethical
discernment, and pedagogical judgment into a unified conceptual framework. By
repositioning Al Literacy as a multidimensional educational competency, this
study contributes to the ongoing discourse on educational transformation in the
age of artificial intelligence while offering a conceptual foundation that may
inform future research, teacher professional development, curriculum
innovation, and policy formulation for the responsible integration of Al in
education.

METHOD
This study employed a Systematic Literature Review (SLR) to synthesise

and critically evaluate existing evidence on Artificial Intelligence (AI) Literacy in
education, with a particular focus on ethical challenges and teachers' pedagogical
readiness. The review followed the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA 2020) guidelines to ensure methodological
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transparency, replicability, and systematic reporting throughout the review
process (Page et al., 2021). Unlike conventional narrative reviews, the SLR
approach enables a structured identification, selection, appraisal, and synthesis
of relevant studies, thereby reducing selection bias while providing a
comprehensive understanding of research trends and conceptual developments
(Marzi et al., 2025). Given the conceptual nature of this study, the review sought
not only to map the existing body of knowledge but also to identify recurring
themes, unresolved issues, and emerging perspectives that informed the
development of a Human-Centered Al Literacy framework.

A systematic search was conducted across four internationally recognised
academic databases, namely Scopus, Web of Science, ERIC, and Google Scholar,
to capture peer-reviewed studies published between 2020 and 2025, reflecting the
rapid evolution of generative Al within educational contexts. The search strategy
combined keywords and Boolean operators, including "Artificial Intelligence
Literacy” OR "AI Literacy" AND Education, Ethics, Teachers, Pedagogical
Readiness, and Generative Al Studies were included if they (1) focused on Al
implementation within educational settings, (2) discussed Al Literacy, ethical
issues, teachers' competencies, or pedagogical readiness, (3) were published in
peer-reviewed journals, and (4) were available in English. Conversely,
conference abstracts, editorials, book reviews, non-peer-reviewed publications,
duplicate records, and studies unrelated to educational contexts were excluded.
The identification and screening processes were conducted sequentially
following the PRISMA workflow, encompassing identification, screening,
eligibility assessment, and final inclusion of eligible studies.

Table 1. Search Strategy and Eligibility Criteria

Criteria Inclusion Exclusion
Publication Peer-reviewed journal articles Conference abstracts,
type editorials, books, book

chapters, reports
Language English Non-English publications
Publication 2020-2025 Published before 2020
period
Research Al Literacy, Al in Education, Al outside educational
focus Ethical Challenges, Teachers' contexts

Pedagogical Readiness
Study context ~ Schools, higher education, teacher =~ Healthcare, engineering,

education business, industry
Accessibility  Full-text available Abstract only or inaccessible
full text
Quality Empirical or high-quality Opinion papers lacking
conceptual studies methodological rigor

The selected studies were analysed using a thematic synthesis approach
to identify recurring patterns, conceptual relationships, and emerging research
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directions across the literature. Following the eligibility assessment,
bibliographic information, research objectives, methodologies, educational
contexts, and principal findings were extracted and organised into an evidence
matrix to facilitate cross-study comparison. The analysis proceeded through
iterative coding, category refinement, and theme development, enabling the
integration of findings into broader conceptual dimensions. Particular attention
was given to the interplay between ethical challenges, pedagogical readiness, and
Al Literacy, which ultimately informed the synthesis of the proposed Human-
Centered Al Literacy perspective. This analytical approach allowed the review to
move beyond descriptive mapping by generating an integrative conceptual
interpretation that highlights both the current state of knowledge and future
directions for research and educational practice.

XXX

XX

Records identified
through database
searching

Total records

Records screened
based on title and
abstract

Records screened

Full-text articles
assessed for
eligibility

Full-text articles

Studies included for
qualitative thematic
synthesis

Studies included

identified assessed

Figure 1. PRISMA 2020 Flow Diagram of the Study Selection Process

RESULT
Toward Human-Centered AI Literacy Framework

The results of the literature search through the Google Scholar, Sinta, and
Scopus databases resulted in a number of articles which were then selected using
the PRISMA protocol until 26 articles were obtained that met the research
inclusion criteria. The literature analyzed is dominated by publications in 2023-
2025, which shows that the issue of Al literacy in education has developed
significantly after the emergence of generative Al technology based on Large
Language Models (LLM) (Balaji, 2025). Based on the research domicile, most of
the studies came from the United States, China, South Korea, the United
Kingdom, and several Southeast Asian countries including Indonesia (Putera et
al., 2022). Meanwhile, the focus of the study was most found at the higher and
secondary education levels, especially related to the implementation of
generative Al in learning, academic evaluation, and teacher competency
transformation (Bahroun et al., 2023). Several studies have also shown increased
attention to the development of Al ethics policies and critical digital literacy in
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response to the acceleration of Al integration in the educational environment
(Daher, 2025).

In general, the results of the synthesis show that the literature on Al
literacy develops in two major trends, namely studies oriented towards ethical
risk mitigation and studies that emphasize the pedagogical transformation of
teachers. The two tendencies are interrelated because teachers' pedagogical
ability to utilize Al greatly determines the quality of ethical risk control in the
learning space. Thus, Al literacy is not only understood as a technical competence
in the use of applications, but also includes a critical awareness of the
epistemological, social, and moral implications of the use of Al in education.

Taxonomy of Ethical Challenges

Analysis of the selected articles shows that the issue of academic integrity
is the most dominant ethical challenge discussed in the literature. Most studies
identify the increasing use of generative Al in assignment composing, essay
writing, and auto-response production that has the potential to obscure learners'
cognitive originality (Taye, 2023). In some studies, Al is even seen as being able
to shift students' reflective thinking processes if its use is not balanced with clear
academic regulations (Bozkurt et al.,, 2024). This phenomenon has prompted
various educational institutions to begin formulating new academic integrity
policies that set limits on the use of Al in learning activities.

In addition to academic integrity, the issue of data privacy is also an issue
that has received a lot of attention. The literature shows that the use of
educational Al platforms often involves collecting students' personal data,
including learning patterns, academic preferences, and other digital activities
(Gligorea et al., 2023). Several studies highlight the weak transparency of Al
systems in data management, which has the potential to cause privacy violations
and misuse of user information (Shahriar et al., 2023). This concern is growing
with the use of cloud-based Al that allows cross-border data transfer without
adequate controls (Tewari & Chitnis, 2024).

On the other hand, algorithmic bias emerges as the most complex ethical
category because it is directly related to the data structure and logic of the Al
system itself. A number of studies have found that educational Al systems have
the potential to produce unfair recommendations due to the use of
unrepresentative datasets (Shah & Sureja, 2025). These biases can affect the
evaluation process, personalization of learning, and academic decision-making.
The literature also shows that most teachers do not have the ability to identify
algorithmic bias or critically verify AI outputs (Gouseti et al., 2025). This
condition shows that the ethical challenge of Al is not only technological, but also
closely related to the critical literacy readiness of educators.
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Profil Kesiapan Pedagogis Guru

The findings of the study show that most teachers have had a fairly good
initial level of adaptation to the use of Al devices, especially in administrative
activities, search for learning resources, and the creation of learning media
(Almuhanna, 2025). Nevertheless, such technical mastery has not been fully
followed by a deep pedagogical ability to integrate Al into meaningful learning
designs. Many teachers still use Al as an operational tool, not as a transformative
pedagogical instrument that can improve the quality of learning interactions
(Katsenou et al., 2025).

Several studies have also found a gap between tool literacy and
pedagogical literacy. Teachers in general are quite familiar with the use of Al
chatbots, material generators, and automated evaluation applications, but still
experience difficulties in designing Al-based learning strategies that are able to
encourage students' critical thinking and creativity (Melisa et al., 2025). In this
context, competencies such as prompt engineering, evaluation of the validity of
Al outputs, and the integration of Al-based TPACK models are beginning to be
seen as new needs in the modern teaching profession (Eyal, 2025). The literature
also shows that teachers' pedagogical readiness is greatly influenced by
professional training factors, institutional support, and available digital
education policies (Amemasor et al., 2025).

In addition, the results of the synthesis show that teachers who have a
higher level of Al literacy tend to show better ability to mitigate ethical risks in
the classroom (Zhang & Rhee, 2025). They are not only able to utilize Al
productively, but are also more critical in explaining the limits of Al use to
learners. Thus, pedagogical readiness in the Al era is no longer just related to
technological capabilities, but includes reflective, ethical, and adaptive
competencies in the face of digital education transformation (George, 2023).

DISCUSSION

The results of this study show that ethical issues in the integration of Al in
education do not arise solely because of the existence of technology itself, but
because of the imbalance between the acceleration of digital innovation and the
epistemological readiness of education users, especially teachers and students.
The phenomenon of increasing violations of academic integrity, for example, can
be understood as a logical consequence of the presence of generative Al systems
that are capable of generating texts, answers, and arguments instantly without
being balanced by a mature pedagogical regulatory framework. In the
perspective of constructivism, learning is ideally built through the process of
active construction of meaning by learners (Milad, 2021). However, when Al is
used passively as an "answer machine", then the process of knowledge
construction has the potential to be replaced by cognitive automation (Watts,
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2025). This is where the paradox of contemporary digital education lies:
technologies designed to expand access to knowledge can actually weaken the
process of internalizing knowledge if it is not pedagogically directed.

The issue of data privacy and algorithmic bias also shows that the
education system is not fully prepared to face the work logic of Al based on
massive data collection and processing. Many teachers still view Al as a practical
learning tool without understanding how algorithms work, how data is
processed, and how system bias can affect learning outcomes (Dieterle et al.,
2024). As a result, the use of Al tends to be instrumentalist, that is, it focuses only
on technical efficiency without considering the broader ethical and social
dimensions (Chan, 2023). These findings are in line with the view that low
algorithmic literacy makes it difficult for technology users to conduct critical
evaluations of Al outputs (Shin et al., 2022). In other words, ethical challenges in
Al education are actually a reflection of the weak digital critical awareness in the
education ecosystem itself.

Education Teacher Pedagogical Ethical
Transformation Competency Gap Readiness Challenges
ST —P -

Future changes in Differences in Al Knowledge and skills Ethical issues
education driven skills between needed to effectively arising from

by Al senior and junior integrate Al Al usage

teachers
> o/ 7 e/

Figure 2. Transformation Flow of AI Literacy in Education

This study also shows a close relationship between understanding Al
ethics and teachers' confidence levels in managing technology-based learning.
Teachers who have a better understanding of the limits of Al use, the risk of bias,
and the importance of information validation tend to show stronger pedagogical
control in the classroom (Nazaretsky et al., 2022). On the other hand, teachers
who only master the technical aspects of using Al applications often experience
pedagogical uncertainty when it comes to determining the extent to which Al can
be used in the learning process (Velander et al., 2024). This situation shows that
pedagogical readiness cannot be separated from ethical readiness. Within the
framework of TPACK (Technological Pedagogical Content Knowledge),
technology integration is not enough to rely only on the mastery of digital
devices, but requires the ability to connect technology with pedagogical
strategies and scientific substance in a reflective manner (Araudjo & Saude, 2024).
Therefore, Al literacy for teachers needs to be positioned as an integrative
competency that unites aspects of technology, pedagogy, and ethics in a single
educational praxis unit.

On the other hand, the results of the literature synthesis also reveal a
significant competency gap between senior teachers and junior teachers in
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dealing with Al disruption. Junior teachers are generally more adaptive to the
use of Al platforms because they have closer experience with digital culture and
the modern technology ecosystem (Liu & Shang, 2025). However, this
adaptability is not always followed by a depth of pedagogical and ethical
reflection. In contrast, some senior teachers have strong pedagogical experience,
but face obstacles in technical aspects and technological adaptation (Lucas &
Vicente, 2023). This gap shows that the transformation of Al-based education is
not only a matter of age or technological ability, but a matter of reconstructing
academic culture as a whole. If these conditions are ignored, then educational
institutions risk experiencing competency dualism: one group is technically
superior but pedagogically weak, while the other group excels pedagogically but
is digitally lagging behind.

Furthermore, this study emphasizes that Al literacy should not be reduced
to just a technical skill using artificial intelligence-based applications. An overly
technocentric approach has the potential to generate a new dependence on
automation systems and weaken human intellectual autonomy (Wiklund, 2022).
In the context of education, Al literacy should be understood as human-centered
wisdom, which is the ability of humans to use Al wisely, critically, ethically, and
responsibly to support a meaningful learning process (Peters & Green, 2024). It
is not enough for teachers to be taught how to make effective prompts, but also
need to be equipped with the ability to question the validity of information,
understand the social impact of technology, and maintain the human dimension
in educational interactions (Kasneci et al., 2023). The fundamental question is no
longer "how sophisticated is Al used in the classroom", but "does the use of Al
still maintain the values of education as a humanization process?". It is at this
point that this research offers conceptual novelty, namely by placing Al literacy
not just as a new digital competence, but as a pedagogical-ethical paradigm
oriented towards the sustainability of humanity in the era of artificial
intelligence.

Thus, the results of this study show that the success of Al integration in
education is highly dependent on the ability of educational institutions to build
a balance between technological innovation and strengthening the ethical-
pedagogical awareness of teachers. The development of education policy in the
future is no longer enough to focus only on the provision of digital infrastructure,
but must also be directed at the formation of an academic culture that is critical,
adaptive, and oriented towards human values (Whittaker & Montgomery, 2022).
If Al literacy is only understood as a technological operational ability, then
education risks losing its basic substance as a space for character formation,
moral reflection, and the development of human critical reasoning. On the other
hand, if Al literacy is developed in an integrative and humanistic manner, Al can
become a strategic instrument to strengthen transformative pedagogy in the era
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of digital education (He et al., 2025).

CONCLUSION

As a final synthesis, this study confirms that Al literacy in education can
no longer be understood narrowly as an operational ability in using artificial
intelligence devices. Al literacy is a multidimensional competency construction,
which integrates ethical awareness, reflective skills, and pedagogical readiness
in facing digital education transformation. The results of the literature study
show that ethical challenges such as academic integrity, algorithm bias, and data
privacy arise not only due to the development of Al technology itself, but also
because teachers' pedagogical readiness to manage technology critically and
meaningfully is uneven. In this context, it was found that most teachers have
demonstrated the ability to adapt technically to the use of Al, but still face
limitations in aspects of transformative pedagogy, information validation, and
ethical risk control in the learning space. Thus, the relationship between ethical
challenges and pedagogical readiness is mutually influential, so strengthening
Al literacy must be directed at the development of competencies that are not only
technological, but also humanistic and reflective.

The theoretical and practical implications of these findings lead to the
urgency of reconstructing the paradigm of teacher education in the era of
artificial intelligence. Educational institutions and policymakers are no longer
enough to focus on providing digital infrastructure or training on the use of Al
applications alone, but need to design a learning ecosystem based on Human-AlI
Collaboration. The teacher training curriculum needs to be developed
integratively through strengthening algorithmic literacy, digital ethics, adaptive
pedagogy, and the ability to build learning interactions that remain oriented
towards the development of students' critical reasoning and character. This
research ultimately places Al not as a substitute for the role of humans in
education, but as a cognitive partner that must be directed to strengthen the
humanization process of learning. The future of education is not determined by
how sophisticated technology is used, but by the extent to which it is able to
support the birth of an education system that is ethical, reflective, inclusive, and
still maintains human dignity in the midst of global digital disruption.
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